Authentication and access control
Topic of the lecture
User authentication methods: passwords, one-time passwords, hardware tokens, smart cards, biometric methods. Two-factor and multi-factor authentication. Access control: differentiation of rights, user roles, and the principle of least privileges. Typical attacks on authentication and security methods. Practical application in information security systems of organizations.
Purpose of the lecture
Understand how modern systems verify the user's identity and manage their access rights. Understand the difference between authentication and authorization. Understand why a single password is not enough to protect you in modern conditions. Following the lecture, you will be able to explain the principles of two-factor authentication, the advantages and disadvantages of various identity verification methods, why companies require the use of tokens and biometrics, and how to properly organize an access control system in a company with hundreds of users.
Main questions of the lecture
1) Authentication and Authorization: Definition and Difference
2) Passwords as an authentication method: requirements, problems, and attacks
3) One-time passwords (OTP): operating principle and application
4) Hardware tokens: USBkeys, smart cards, cryptographic modules
5) Biometric authentication: Fingerprint, iris, face, voice
6) Two-factor authentication: combinations of factors and practical applications
7) Multi -factor authentication and adaptive authentication
8) Access delineation: access control models and implementation
9) User rights management and access lifecycle
10) Typical attacks on authentication systems and security methods

Summary
What is authentication and authorization?
Authentication is the process of verifying the user's identity. When you log in with your password, enter your fingerprint, or insert a token, you confirm that: it's me, not someone else. Without authentication, anyone could impersonate someone else and gain access to their data. In practice, authentication is required everywhere: banking systems, corporate mail, cloud storage, government portals. Authorization is the next logical step after authentication. If the identity is verified, the system decides: what can this user do? Can it delete files? Can it edit data? Can it see confidential information? These are authorization issues.
Passwords as an authentication method
Password is the most common and oldest authentication method. The basic idea: information that only you (and the system) know. But in practice, there are a lot of problems. People choose weak passwords — "123456" is most common. They write down passwords on stickers next to the computer. Share passwords with colleagues. They use the same password for all systems. If an attacker steals the email password, they will also gain access to the bank and cloud.
Requirements for a complex password:
1) Minimum length of 12 characters (16 or more are recommended)
2) Large and small letters (A-Z, a-z)
3) Digits (0-9)
4) Special characters (!@#$%^&*)
5) Doesn't match the user's name, date of birth, or simple words
6) Doesn't match the previous five passwords
7) Updated periodically (recommended every 90 days)
8) Не Must not contain duplicate characters

Paradox: people don't remember such complex passwords. The result: write it down on paper, in computer notes, send it to yourself by mail. Security — zero. Therefore, the password is only the first security factor, but one is not enough.
One-time Passwords (OTP)
One-Time Password — a password that is valid only once. After use — in the trash, it can not be reused. Generated by a time-based algorithm (TOTP-Time-based OTP) or sequence (HOTP). Even if an attacker intercepts the password over the network, they will not be able to use it — the validity period is usually 30 seconds. After expiration, the password becomes invalid.
How it works in practice: on the server and on the user's device (smartphone, USBgenerator)-synchronized algorithms. The device generates an OTP, and the user enters it into the system. The server checks whether it matches its calculation. If it matches within the last 30 seconds, access is allowed. OTP delivery methods: SMS (simple but interceptable), Google Authenticator app (more reliable), physical token generator (the most reliable), email.
Advantage: even if the permanent password is stolen, OTP will not help the attacker. Disadvantage: if you lose your phone (generator), you will also lose access. Therefore, OTP is often combined with the master password in two-factor authentication.
Hardware tokens and smart cards
A physical device that you must have with you. A USBtoken the size of a lighter, a bank card with a chip, and a specialized cryptographic module. Principle: it is almost impossible to steal information from such a device without a password. Even if the device is stolen, the data inside is protected by a password or PIN code.
Smart card: contains an integrated circuit, processor chip. Stored inside: the private key (never leaves the card), the public key certificate, and data storage memory. When you enter the PIN code, the card itself signs the data internally, without sending the key to the computer. This is critical: if the key was sent, it could be intercepted. It is extremely difficult to fake such a system.
In practice: state institutions of the Republic of Kazakhstan use smart cards for electronic digital signature (EDS). Commercial banks use tokens for two-factor authentication when accessing online banking. Large corporations distribute USBtokens to employees to log in to corporate systems. Cons: you need to carry it physically, it's easy to lose it, you need to connect it to a computer (reader), it's more difficult to administer.
Biometric authentication
The most innovative method: you are the key. Your unique biological characteristics. Fingerprints: There are 40 billion sensitive points on the finger. Each print is unique, even in twins. The system scans the finger, extracts characteristics (mini-ridges, branch points), and stores them in memory as a reference. At the entrance-scans again, compares. Matches — access is allowed.
Iris: 266 independent characteristics. According to statistics, the same irises occur in one person out of 10 million. The system scans the iris in infrared light and analyzes its structure. Face recognition: Analyzes distances between feature points (distance between eyes, from eye to nose, shape of cheeks). Apple Face ID uses exactly this technology, including scanning the skin texture. Voice: analyzes the frequency spectrum of the voice, timbre, and rhythm of speech.
Advantages of biometrics: it is impossible to lose (it is a part of you), it is impossible to forget (you do not need to remember the password), it is difficult to fake. Disadvantages: if your biometric data is stolen (left fingerprint, face scan from a photo), you can't replace it — new fingerprints won't grow. Therefore, biometrics are rarely used as the only factor. This is usually the second or third factor in multi-factor authentication.
Two-factor and multi-factor authentication
Two-factor authentication (2FA) — two independent ways to verify your identity. Examples: an online bank requires a password and SMScode; a state portal requires a password and an EDS from a smart card. Logic: even if an attacker steals the password, they can't get access without the second factor. If your password was stolen, it's not a submission. If your smart card is stolen, it doesn't matter. Both are needed.
Factors are divided into categories: (1) What you know (password, pin, security question). (2) What you have (token, card, smartphone). (3) What you are (fingerprints, iris, face, voice). (4) Where you are located (geolocation by IP, GPS). (5) When you enter (entry time — if you usually work during the day, entering at 3 am may be suspicious). (6) How you work (behavioral analysis — how fast you type, what angle you hold your phone at, what mouse movements you make).
Examples of 2FA in practice: An in-store credit card requires a card + PIN. The fintech app requires a password + fingerprint. Corporate mail requires a password + physical token. Online banking requires a password + SMS code + for large amounts, you may also need an EDS. Multi-factor authentication (MFA) — three or more factors. For example: password + fingerprint + SMS + time code. Adaptive authentication-the system analyzes the risk: if logging in from a new device, from a new country, or at an unusual time requires additional factors. If you have a normal input (familiar device, familiar place, or normal time), you can skip additional checks.
Access control and rights management
After the identity is verified (authentication), you need to determine: what can this user do? This is authorization. In practice, two main models are used:RBAC the Role—Based Access Control Model (RBAC) andABAC the Attribute—Based Access Control Model (ABAC).
RBAC: Each user gets a role. Administrator, manager, or operator. The administrator can do anything. The manager sees only his department. The operator can only read, delete, or modify anything. When you enter the password, the system looks at the database: "Ivan Petrov, role'manager_sales_sales`". Issues the rights of a sales manager. In practice: Linux-command 'chmod 755` - the file can be read by everything, only the owner changes it. Windows: Uses Access Control Lists —ACL) - the folder is visible only to the Accounting group. Active Directory: The administrator adds the user to the `IT_Support_Support' group-automatically gets administrator rights to his work computer.
Access control in practice
Principle of Least Privilege:we give the user exactly as many rights as they need to work, and no more. The accountant should not see the source code of the program. The programmer should not be able to edit the salary of employees. Revocation of access: when an employee leaves, you need to quickly disable their accounts on all systems (Offboarding Checklist). In practice, they sometimes forget — and the former employee can look at confidential data for another month. Logging all actions: who, when, and what they did. If an incident occurs (data theft, unauthorized modification), you can follow the chain of actions. Periodic reports: every month, the administrator checks who has what rights and whether they need to be updated.
Typical Authentication Attacks
PhishingPhishing: they create a fake website for your bank and send the link via SMS or email. You enter the password — and the attacker steals it. Protection: two-factor authentication (even if the password is stolen, the second factor will protect you), attention to the browser's address bar, employee training, and SSL certificate authenticationSSL. Brute Force: The program tries all possible passwords in turn. On modern hardware, you can sort through 8 billion passwords per hour. Protection: slow down login attempts (after 5 failures — wait 1 minute, after 10 failures in an hour — block your account for a day), use complex passwords (at least 12 characters), two-factor authentication. Man-in-the-Middle (MITM): an attacker intercepts traffic between you and the server and collects passwords. Protection: use of HTTPS (traffic encryption), two-factor authentication, VPN, certificates. Social engineering: they make phone calls, pretend to be an employee of the ITdepartment, and ask for a password. Protection: employee training, strict policy — real IT will never ask for a password, identity verification before providing information.
Security questions
1. Define authentication and authorization. What is the difference between them? Give examples.
2. Why is a single password no longer sufficient for protection in modern conditions? What problems?
3. How do one-time passwords (OTP) work? Why are they more effective than regular passwords?
4. What is two-factor authentication? Please name three real-world examples.
5. Compare biometric authentication with passwords. What are the advantages and disadvantages?
6. How does AccessControl Management (RBAC) work? Give an example from Windows or Linux.
7. Name four typical attacks on authentication systems and methods of protection against them.
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